CWC Data Security Program

Information Security

In implementing CWC Procedure 7.9.5 Information Technology, and other procedures,
Central Wyoming College shall have data security processes that comply with all local,
state, and federal laws, rules, and regulations to safeguard the security and
confidentiality of all records. Employees shall be trained regularly on data security.
The designated qualified individual for overseeing and implementing CWC’s Data
Security Processes and enforcing compliance is the Chief Information Officer as defined
in Procedure 2.2 Organization.

There are three processes that fall under this program:
1. Data Security Information Program / CWC GLBA Compliance Process

2. Identity Theft Prevention Process (ITPP)
3. Information Security Process
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Data Security Information Program /
CWC GLBA Compliance Process

I. Purpose and Background

In order to protect confidential information and data and to comply with federal laws,
this document summarizes Central Wyoming College’'s comprehensive written
information security and identity theft prevention process.

The Gramm-Leach-Bliley Act of 2000 (GLBA) mandates that financial institutions must
take steps to safeguard the security and confidentiality of customer information. The
Federal Trade Commission (FTC) ruled that GLBA applies to institutions of higher
education. Compliance with GLBA involves compliance with 1) the privacy provisions of
the Act, and 2) provisions regarding the safeguarding of customer information. The
Fair and Accurate Credit Transactions Act (FACT Act) requires financial institutions to
establish a program to help detect, prevent, and mitigate identity theft of “covered
accounts.” The FTC has stated that colleges are deemed to comply with the privacy
provisions of GLBA if they comply with the Family Educational Rights and Privacy Act
(FERPA). With respect to the second area, GLBA and the FACT Act specify new
requirements for colleges to safeguard non-public customer information and certain
covered accounts, such as family financial information, social security and
identification numbers, by having an institutional security program and security plans
in specific offices of the college that handle such information.

Il. Gramm-Leach-Bliley and FACT Act Requirements

GLBA mandates that the college designate information security program
representatives to coordinate the information security program, conduct a risk
assessment of likely security and privacy risks, regularly test or otherwise monitor
information security safeguards, institute a training program for all employees who
have access to customer information, oversee service providers and related contracts,
evaluate and adjust this program periodically, and have a written Incident Response
Plan (IRP). The FACT Act has similar requirements, including mandating schools to
have a program to identify, detect, and respond appropriately to relevant “red flags.”

CWC's Identity Theft Program is further detailed below.

I1l. Designated Security Program Officers - Admin It Committee
The members of the AdminIT Committee are the designated GLBA Security Program
Officers for the college and are listed here.
e Administrative Services (VP Admin Services, Physical Plant, Budget Office, Payroll,
etc) - Designee by VP Admin Services
Admissions - Designee by Director of Admissions
Advising - Designee by VP Student Affairs
Business Office - Designee by Director of Finance
Financial Aid - Designee by Director of Financial Aid
Human Resources - Designee by Director of Human Resources
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e Institutional Effectiveness - Designee by Executive Director of Institutional
Effectiveness & Research
Instructional Technologies - Designee by Chief Information Officer
Student Records - Designee by Registrar

e Reporting Administrator - Chief Information Officer

The following positions provide support, leadership, and are a resource to the AdminIT
Committee to ensure appropriate data security protocols for their designated areas:
e Vice President Administrative Services
e Vice President Academic Affairs
e Vice President Student Affairs
e Counseling / Disabilities Services Coordinator (HIPAA Compliance for Counseling
Services)
Career Services - Designee by Career Services Director / Cross-Agency
Coordinator
Housing - Director of Residential and Student Life
Marketing - Executive Director of Marketing and Public Relations
WPBS General Manager
President of the College
Executive Director of CWC Foundation

The AdminIT Committee and the resource individuals above provide leadership in the
administration and maintenance of the procedures and processes included in the
college’s Board of Trustees Policy Governance Manual, the written procedures
mandated by CWC Policy 11.A.3.a, as well as the associated processes of the college
that implement these procedures.

The AdminIT Committee members provide leadership to campus-wide data security
efforts and advisory support to the ITS staff in these endeavors.

IV. Customer Information

For purposes of FERPA and/or GLBA, the College considers applicants, students,
employees, alumni, and any other third party engaged in a financial transaction with
CWC as “customers.” Customer information that must be safeguarded is “any record
containing nonpublic personal information about a customer, whether in paper,
electronic, or other form.” It includes financial and financial aid information, students’
financial accounts, academic and employment information, and other private paper
and electronic records.

V. Privacy Provisions

With respect to the privacy provisions of the GLBA, CWC complies with FERPA.
Directory information (as defined in CWC Procedure 4.12 Student Privacy) is considered
public, unless a student has requested otherwise in writing through the Student
Records office. All non-directory information is “non-public” information. Under
FERPA, restricted information (for example, academic or financial records) is released
outside the College only with the student's written consent. Designated school
officials, including faculty, key employees, and occasionally outside service providers,
have access to restricted, “non-public” information on a need-to-know basis only.
Confidential information (for example, a faculty member’s or department chair’s
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private notes) is even more protected than restricted information and is released only
in certain unusual circumstances as outlined in FERPA.

In addition, the College complies with HIPAA (Health Insurance Portability and
Accountability Act of 1996) concerning services provided by the College’s Counselor
and Disability Services Coordinator.

VI. Personally Identifiable Information

Personal information is any information that can be used to identify an individual or
other information to identify, contact, or locate an individual. This includes Personally
|dentifiable Information (Pll) and Protected Personally Identifiable Information (PPII).

1. 2 CFR 8200.79 Personally Identifiable Information (PIl) - PIl means information
that can be used to distinguish or trace an individual’s identity, either alone or
when combined with other personal or identifying information that is linked or
linkable to a specific individual. Some information that is considered to be Pll is
available in public sources such as telephone books, public websites, and
university listings. This type of information is considered to be Public Pll and
includes, for example, first and last name, address, work telephone number,
email address, home telephone number, and general educational credentials.
The definition of PIl is not anchored to any single category of information or
technology. Rather, it requires a case-by-case assessment of the specific risk
that an individual can be identified. Non-PIl can become PIl whenever
additional information is made publicly available, in any medium and from any
source, that, when combined with other available information, could be used
to identify an individual.

2. 2 CFR §8200.82 Protected Personally Identifiable Information (PPII) - Protected
PIl means an individual's first name or first initial and last name in combination
with any one or more of types of information, including, but not limited to,
social security number, passport number, credit card numbers, clearances,
bank numbers, biometrics, date and place of birth, mother's maiden name,
criminal, medical and financial records, educational transcripts. This does not
include PII that is required by law to be disclosed. (See also §200.79 Personally
I[dentifiable Information (PII)).

VI. Security Provisions

With respect to the safeguarding provisions of the GLBA Act, this process is designed
to ensure the security, integrity, and confidentiality of non-public customer
information, protecting it against anticipated threats and guarding it against
unauthorized access or use. This process applies to all college departments and covers
all physical, technical, and administrative safeguards used in the collection,
distribution, processing, protection, storage, use, transmission, handling, or disposal
of non-public customer information.

VII. Physical Safeguards

The college uses direct personal control or direct supervision to control access to and
handling of all non-public customer information when an office is open. Whether the
information is stored in paper form or any electronically accessible format,
departmental non-public information is maintained, stored, transmitted, and
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otherwise handled under the direct personal control of an authorized employee of the
college.

Departmental non-public information is collected, processed, transmitted, distributed,
and ultimately disposed of with constant attention to its privacy and security.
Conversations concerning non-public information are held in private. Papers with
non-public information are mailed via official campus mail, US mail, or private mail
carrier. Departments are encouraged to password-protect electronic files of
non-public information when transmitting electronically. When best practices permit
the disposal of non-public information, it is destroyed; paper containing such
information is routinely shredded.

Confidential material is kept secure. Most offices have locked windows and locked
doors with restricted access. For those that do not, materials are kept in locked filing
cabinets or other locked storage areas. When offices are open, confidential
information is kept out of sight from visitors, and computer screens are not visible to
visitors. Offices and/or computers are locked when the office will be vacant for an
extended length of time.

Key access (physical metal keys as well as keycards) is limited to authorized college
employees only.

Departmental cloud storage and information processing generally conform to the
same practices as onsite storage and are safeguarded under the provisions for outside
service providers, as described below.

VIIl. Technical Safeguards

The IT department manages the technical safeguards of the college's electronic
information. According to industry standards, the college relies on the IT department
to provide network security and administrative software password access security.
This protects non-public information that is accessed electronically but stored outside
of a department. Departmental desktop computers and other electronic devices
storing non-public student information are protected by physical safeguards.

IX. Employee Management and Training

All college employees with access to non-public information, including part-time,
temporary, student employees, and volunteers, are trained when they are hired and
are provided monthly training thereafter in reference to the security of sensitive and
confidential material used in their respective offices. Employees are held accountable
to know and understand that they are not permitted to access non-public information
for unapproved purposes or to disclose it to unauthorized persons. Their access is
only to perform their duties for the college. The training includes processes to detect
and not respond to “pretext calling” or e-mail “phishing,” which occurs when someone
attempts to obtain confidential information via unauthorized calls or electronic means
in order to commit identity theft. Upon hire, all college employees sign an agreement
that they will follow all college procedures, and that failure to do so could result in
disciplinary action up to and including dismissal from employment, legal action, or
both.
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X. Testing and Monitoring

IT will continuously monitor and regularly test college information security technical
systems. This includes an annual external penetration test as well as maintaining a
security information event management (SIEM) system. The department will evaluate
the results of this testing and monitoring and adjust the information security program
as needed.

Xl. Outside Service Providers

IT shall guide the entire purchasing process of third-party software services to manage
the contract details pertaining to data ownership, security, stewardship, and backup.
All contracts must be reviewed by the director of the functional area requesting the
contract and approved by the Chief Information Officer (or designee) prior to
signature. Each area ensures that third-party service providers are required to
maintain appropriate safeguards for non-public information to which they have
access. Contracts with service providers, who within their contracts have access to
CWC non-public information, shall include provisions regarding the safeguarding of
college data.

All third-party service providers that have access to the college’s non-public
information must submit an information security audit survey to the college, be
evaluated by IT security staff, and approved by the CIO. The college currently uses the
Educause HECVAT survey for this purpose. Upon a risk assessment, only a college
Vice-President, or the President, may override the decision of the CIO, and this must
be in writing.

XIl. Incident Response Plan

The goals of this plan are to promptly respond to, and recover from, any security event
materially affecting the confidentiality, integrity, or availability of customer non-public
information in CWC's control. The college will maintain cyber insurance to protect the
material interests of the college should an incident take place.

Should such an incident take place:

e All college employees must report any incident to the Chief Information Officer
immediately upon discovery;

e The CIO will notify the college president and other members of the Emergency
Response Team (ERT);

e The college, and specifically the IT department, will immediately attempt
reasonable mitigation measures to stem any further loss of non-public
information;

e With the advice of the ERT, the college president will direct the CIO and other
appropriate college staff on any further actions, which may include:

o Notifying law enforcement agencies and other regulatory bodies as
required,;

o Notification of affected parties;

o Implement further information security measures to prevent a similar
incident in the future.

e The college will document all mitigation actions and all decisions to assist any
legal proceedings in the future.
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e The college will review the current IRP in light of this experience and modify it
as needed.

XIll. Review, Reporting, & Assessment Process

An assessment of data security occurs periodically. The assessment includes the
review of the processes that are included as part of Procedure 7.9.5 Information

Technology by the AdminIT Committee. A summary of this assessment is provided to
the CWC Board of Trustees in a report.

< End of Data Security Information Program/CWC GLBA Compliance Process >
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Identity Theft Prevention Process (ITPP)

I. Background

In compliance with the Federal Trade Commission’s Red Flags Rule, which implements
Section 114 of the Fair and Accurate Credit Transactions Act of 2003, Central Wyoming
College developed this process.

Il. Definitions

e |dentity theft - fraud committed or attempted using the identifying information
of another person without authority.

e Covered account - an account that a creditor offers or maintains, primarily for
personal, educational, family, or household purposes, that involves or is
designed to permit multiple payments or transactions.

e Red flag - a pattern, practice, or specific activity that indicates the possible
existence of identity theft.

Ill. Purpose

The purpose of this Identity Theft Prevention Process (ITTP) is to prevent, detect, and
mitigate identity theft in connection with the opening of a covered account or an
existing covered account and to provide for continued administration of the ITTP. The
ITTP shall include the following processes and incorporate existing processes that
control reasonably foreseeable risks:

a. Identification of relevant red flags for covered accounts it offers or maintains, and
incorporates those red flags into the program;

b. Detection of red flags that have been incorporated into the Program;

c. Appropriate responses to any red flags that are detected, to prevent and mitigate
identity theft; and

d. Assurance that the program is reviewed periodically and updated as needed to
reflect changes in risks from identity theft to individuals, and to the safety and
soundness of the creditor.

IV. Covered accounts include the following:
e Applicants who have submitted a scholarship application or other financial aid
documents (e.g., a FAFSA)
e Student accounts, degree-seeking
e Student accounts, non-degree-seeking
Employee accounts

V. Identification of relevant red flags
a. The ITTP considers the following risk factors in identifying relevant red flags for
covered accounts:
i. The types of covered accounts as noted above;
ii. The methods provided to open covered accounts: acceptance to the College
and enrollment in classes requires a common application with personally
identifying information; employment with the College requires confirmation of
personally identifying information (I-9) and, for all benefited positions, a
background check.
iii. The methods provided to access covered accounts:
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1. Username and password are generated from a student registration or the
acceptance of employment.
2. Disbursements obtained in person require photo identification.
3. Disbursements obtained by mail can only be mailed to an address on file.
4. Disbursements via ACH are verified by a pre-note process.
iv. The college’s previous history with identity theft.

b. The ITTP identifies the following red flags:

i. Documents provided for identification appear to have been altered or forged;
ii. The photograph or physical description on the identification is not consistent
with the appearance of the person presenting the identification;

iii. A request to mail something to an address not listed on file; or

iv. Notice from customers, victims of identity theft, law enforcement authorities,
or other persons regarding possible identity theft in connection with covered
accounts.

c. The ITTP detects red flags relevant to each type of covered account as follows:

i. Degree-seeking student account with a credit balance involving a PLUS loan -
as directed by federal regulation (U.S. Department of Education): These
balances are required to be refunded in the parent’'s name and mailed to their
address on file within the period specified. No request is required. Red Flag -
none as this is initiated by the college.

ii. Student account with a credit balance, no PLUS loan: The refund check can
only be mailed to an address on file or be deposited directly into a student’s
preferred banking account via ACH. Red Flag - information does not match
College records.

iii. Requests from current or former students via phone require confirmation of
identity. Red Flag - information does not match college records.

iv. Emergency funding - Requests must be made in person by presenting a
photo ID. The check can only be mailed to an address on file or picked up in
person by showing a photo ID. Red Flag - photo ID not appearing to be authentic
or not matching the appearance of the student presenting it.

v. Employee: In person, photo ID required. Only mailed to the address on
record. ACH only to the account on record.

VI. Response - The ITTP provides appropriate responses to detected red flags to
prevent and mitigate identity theft. The appropriate response(s) to the relevant red
flags are as follows (more than one response may apply):

Deny access to the covered account until other information is available to
eliminate the red flag;

Contact the person using information currently on the college records;

Change any passwords, security codes, or other security devices that permit
access to a covered account. Provide only to the person once properly verified,;
Notify law enforcement; and/or

Determine that no response is warranted upon review.

VII. Oversight of the ITTP

Responsibility for developing, implementing, and updating this Program lies with the
Vice President for Administration. As named in CWC Data Security Process, the
members of the AdminIT Committee are responsible for the daily management of the
program implementation; ensuring appropriate training of college staff on the
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program,; reviewing any staff reports regarding the detection of red flags and the steps
for preventing and mitigating identity theft; determining which steps of prevention
and mitigation should be taken in particular circumstances; recommending
improvements to the program; and producing a periodic report that includes all red
flag reports.

This ITTP will be reviewed periodically and updated to reflect changes in risks from
identity theft to students and employees, and the soundness of the college. The
AdminIT Committee will consider any experiences with identity theft, changes in
identity theft methods, changes in identity theft detection and prevention methods,
changes in types of accounts the college maintains, and changes in the college's
business arrangements with other entities.

VIII. Staff Training

The AdminIT Committee will assist the VP for Administrative Services, who will
develop, execute, and assess the training program for the college staff responsible for
implementing the ITTP.

IX. Oversight of Service Providers

The college shall take steps to ensure that the activity of a service provider that
interacts with student and employee accounts (e.g., collection agency, payment plan
processor) is conducted in accordance with reasonable policies, procedures and
processes designed to detect, prevent and mitigate the risk of identity theft whenever
the organization engages a service provider to perform an activity in connection with
one or more covered accounts. Current contracts are kept with the Director of
Finance.

<End of CWC'’s Identity Theft Prevention Program.>
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Information Security Process

l. Roles & Responsibilities

1. Protecting customer information is a shared responsibility between college
departments and Information Technology. Several college offices have processes
in place to manage and reduce risk related to student and employee
information.

2. IT maintains college processes that protect against any anticipated threats to the
security or integrity of electronic customer information and that guard against
the unauthorized use of such information. This document is an outline of IT
expectations and practices that protect electronic information.

3. The AdminIT Committee members, as outlined in the CWC GLBA Compliance
Process, provide leadership to campus-wide data security efforts and advisory
support to IT staff in these endeavors. This includes the management of the
following processes:

e Advising the CIO on department processes and documents regarding
information security, disaster recovery, business continuity, and incident
response;

Review of the monthly employee IT security training

Implementing the college’s identity theft prevention program;

Periodic review of cybersecurity and preparedness assessments; and
Development of an annual report to the CWC Board of Trustees that
includes preventative activities, risk assessment, data breaches, and future
initiatives.

. IT Practices/Policies

Access and security to sensitive information come from a combination of several
factors: network security protocols, user credential security permissions, independent
system security permissions, and physical restrictions to network infrastructure.
Printed reports containing confidential and sensitive data are secured within offices or
behind locked doors. Reports that are no longer needed, containing confidential
and/or sensitive data, are shredded or stored securely until they are shredded. Itis
also encouraged that the sharing of information be done using sharing within the
college’s Google Workspace - and not sent via email directly.

In addition to network and physical security, the security access request process is a
fundamental layer of protection. This process is key to protecting administrative
information and describes the process by which system privileges are granted,
passwords are maintained, security is monitored, and issues are communicated.
System privileges are managed through an IT process that includes department
directors, IT staff, and all access must be approved by the CIO.

Faculty and staff granted access to institutional data may do so only to conduct college
business. In this regard, employees must follow this Information Technology Security
Process. In summary, employees must:
e Respect the confidentiality and privacy of individuals whose records they access;
e Observe ethical restrictions that apply to the data to which they have access; and
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e Abide by applicable laws or policies (e.g., FERPA, HIPAA) with respect to access,
use, or disclosure of information.

Furthermore, employees shall not:

e Disclose data to others, except as required by their job responsibilities;

e Use data for their own personal gain, nor for the gain or profit of others; and

e Access data to satisfy their personal curiosity.
Students and employees who violate this process are subject to disciplinary
procedures.

I1l. Administrative Information

Administrative information is any data related to the business of the college, including,
but not limited to, financial, personnel, student, alumni, and physical resources. It
includes data maintained at the departmental and office level as well as centrally,
regardless of the media on which they reside. Administrative information does not
include library holdings or instructional notes unless they contain information that
relates to a business function. The college recognizes administrative information as a
college resource requiring proper management in order to permit effective planning
and decision-making, and to conduct business in a timely and effective manner.

Employees are charged with safeguarding the integrity, accuracy, and confidentiality of
this information as part of the condition of employment.

Access to administrative systems is granted based on the employee's need to use
specific data to perform specific job duties, as defined by the approved job description
maintained by the HR department, and is subject to appropriate approval. As such,
this access cannot be shared, transferred, or delegated. Failure to protect these
resources may result in disciplinary measures being taken against the employee, up to
and including termination of employment.

Requests for release of administrative information are referred to the Public
Information Office as outlined in Procedure 2.9, Public Records. As noted in Procedure
3.14 Intellectual Property, the college retains ownership of all administrative
information created or modified by its employees as part of their job functions (with
some curriculum exceptions where faculty own information they develop. See Ve in
Procedure 3.14).

Administrative information is categorized into three levels:

1. Restricted information requires a high level of protection due to the risk and
magnitude of loss or harm that could result from disclosure, alteration, or
destruction of the data. This includes information whose improper use or
disclosure could adversely affect the ability of the college to accomplish its
mission or cause serious harm to individuals. Examples include credit card and
other financial account numbers, Social Security numbers,
employment/personnel files, attorney/client privileged materials, etc.

2. Confidential information requires some level of protection because its
unauthorized disclosure, alteration, or destruction might cause damage to the
college or affected individuals. It is assumed that all administrative output from
the administrative database is classified as sensitive unless otherwise indicated.
Examples include FERPA-protected information, student admission applications,
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employment application information, class lists, contract data, and vendor
information.

3. Public Information can be made generally available both within and beyond the
college. It should be understood that any information that is widely
disseminated within the campus community is potentially available to the public
at large. Official requests for public records can be made by following Procedure
2.9 Public Records.

IV. Employee Information

All aspects of personnel records are restricted. Directory information for faculty and
staff, as published in the online Directory, is public. Directory information may include
some or all of the following: name, department, position title, campus address,
campus phone, and email address. (And is defined in CWC Procedure 4.12 Student
Privacy.) All data maintained in the published Directory is also available online from
off-campus locations. All other employee-related data, particularly that accessible to
users outside of Human Resources, such as social security numbers and birth dates,
must be carefully safeguarded and treated as confidential and restricted.

V. Family Educational Rights and Privacy Act (FERPA)

The Family Educational Rights and Privacy Act (FERPA) of 1974 governs all information
about students, current and former, maintained by CWC. FERPA generally requires
that CWC have the student’s written permission to release any information from their
records except certain types of “directory information.”

VI. Student “Directory Information” as defined by FERPA

Certain information, classified as “directory information,” is available for public
consumption unless the student specifically directs that it be withheld. Current and
former students may contact the Student Records Office to indicate not to disclose
such information.

Directory Information is defined in CWC Procedure 4.12 Student Privacy and includes
information within a student’'s education record that wouldn’t generally be considered
harmful or an invasion of privacy if disclosed. Refer to the CWC Catalog or contact the
Student Records Office for more information.

VII. Security process of the central administrative database (i.e., Colleague)

e Assigning privileges - as noted in Section Il, system privileges are managed
through an IT process that includes department directors, IT staff, and, in all
instances, approval by the CIO.

e Training - Members of the AdminIT Committee provide leadership in developing
the required onboarding materials for all employees who have access to the
central administrative database. It is also responsible for ongoing training with
employees who have access. This includes, but is not limited to, reviewing
procedures and processes, updating security protocols, and standard office
processes as they relate to data security.

e Modification and Termination

o Employees - IT is notified by Human Resources of employee termination
so that the IT System Administrator can disable all account access.
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m [T reviews, monitors, and assesses system logs, including
unsuccessful attempts by individuals to access systems that they
are not authorized to access. Failed login attempts are logged, and
alerts are generated to reflect those attempts. IT will respond
immediately to accounts reflecting unauthorized access and will
notify department directors of unusual account activity.

m Human Resources immediately notifies IT of new hires,
terminations, and changes to employment status (part-time to
full-time, etc.).

m Modifications of access are managed by the IT process.

o Students - IT is notified by the Registrar on student suspensions and
dismissals so that the IT System Administrator can disable all account
access temporarily or permanently, depending upon the situation.

e Passwords and User Login Credentials
a. Administrative information is protected through the vigilant use of
user-defined passwords as well as multi-factor authentication.
b. There are minimum password requirements that employees and students
must meet.
Passwords shall follow current NIST standards (as of 2025 Fall Inservice):

o Be a minimum of 15 characters in length; and

o Not match the previous twenty-four passwords.

o Cannot include users’' names or usernames.

c. Individuals are expected to protect passwords from disclosure, including the
transmission of passwords through email, instant messaging, etc.

d. Individuals must have a unique user login.

e. Sharing of login information with any other person is strictly prohibited.

f. College login credentials (ie, college email and password) should not be used
as a login for any other site or system.
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